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o, St Crsaon The Large Hadron Collider (LHC)
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More than the LHC
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5 Challenges...

e ey sosanoe Four Sectors of Operation



One flat office, wireless & data centre network
(visitor laptops on par with
office PCs and data centre services)

5 Class-B IPv4 & 4 IPv6 networks
(+many non-routable networks)

160Gb/s backbone, >20 Gb/s flat bandwidth,
4000 switches, 300 routers, 6k firewall openings

~271k heterogeneous devices registered:
any hardware, any operating system, any (legal) application

~37k user account & mailboxes, 2M emails/d

g {"pl 5 Challenges....

)| or sian Lissersgeerncn Office Computing Cyber-Security



7 data centres serving users, infrastructure, compute & storage,
accelerators & experiments

~{10k servers, 500k cores, 13k virtual machines,
~1EB storage (100k hard disks + 40k tapes)

Provisioning of operating systems, printing, A/V
ey — software, office/engineering/HR/finance app’s,

' = e data bases, versioning/build systems,
virtualisation & container services, collaboration
tools, video/audio conferencing, ...

50 central + 500 decentral webservers, >10k
websites, >1.5M webpages, webcast

D Soeee. cemen Computer Centre Cyber-Security

EPFL (CH), 2024/10/28



Worldwide LHC Computing Grid

(WLCG):

* Tier-0 (CERN: ~7k nodes)
e 13 Tier-1s, >150 Tier-2s and 3s

Permanently running >300k analysis
jobs on ~1M CPU cores
at >60Gb/s through-put

Adeli

BIT (Swiss Confederation)
CERN

COLT

CTI

euNetworks (was Fibrelac)
Init7?

K-Net / K-Sys

K-root (RIPE)

KPN Eurorings BV

B 5 Challenges...

Media-Lite SA

Opentransit (France Telecom Network
Services Switzerland)&

Orange Business Services - GIBNI
RIPE-RISE!

Sunrise (TDC Switzerland AG) &
Swisscom / IP-Plus

T-Systems Schweiz AG (Deutsche Telekom) &

UPC Cablecom &
VTX Services SA

Dr. Stefan.Lueders@cern.ch

CERN Internet Exchange Point
(CIXP):

20 Internet Service Provider (ISPs)
& telecommunication companies

EPFL (CH), 2024/10/28

WLCG Cyber-Security
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cslticsl_login-* v

Selected fields

-source

Count

Available fields
Popular
t method
o srcip
@

success

# _score

t _type

environment

t host

t hostgroup >
¢ pid

# srcport

£ timestamp

t toplevel_hostgroup

t type

5 Challenges...
Dr. Stefan.Lueders@cern.ch
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Time -

Jan 23, 2023 @ 93:35:36.663

Jan 23, 2023 @ 03:12:29.382

Jan 22, 2023 © 20:07:43.410

Jan 22, 2023 @ 19:26:29.650

B 5 (SR

5 o0 _zwickaude

EDUCATION RANSOMWARE ATTACKS BY GANG

ORGANIZATIONS LISTED GN LEAK SITE SINCE OCTOBER 2021

4 hits
Dec 31, 2022 @ 08:39:30.827 - Jan 30, 2023 @ 08:39:30.827 Auto v

timestamp per 12 hours

source

srcip: 194.5.212.214 method: password pid: 1,868,231 type: login toplevel_hostgroup: lxplus environment: ga
success: false host: 1lxplus8sB8.cern.ch hostgroup: 1xplus/nodes/login srcport: 39,886 user: student6 timestamp: Jan 23,
2023 @ 083:35:36.663 _id: AAABhdx7J1dQA79nzeDc-QmUyFf)5SSZ _type: - _index: csli:csl_login-2023.81.23 _score: -

srcip: 194.5.212.214 method: password pid: 1,861,287 type: login toplevel hostgroup: lxplus environment: ga
success: false host: lxplus8s@8.cern.ch hostgroup: 1lxplus/nodes/login srcport: 46,308 user: bot timestamp: Jan 23, 2023

© 03:12:29.382 _1d: AAABhdxl_EbLCa7ebgolRkpKIbirYodD _type: - _index: csll:csl_login-2023.81.23 _score: -~

srcip: 194.5.212.214 method: password pid: 648,925 type: login toplevel_hostgroup: lxplus environment: ga

success: false host: lxtunnel®3.cern.ch hostgroup: lxplus/tunnel srcport: 55,594 user: guest timestamp: Jan 22, 2023 @
20:07:43.410 _id: AAABhdrhGbLxA3G377YsI02562872VC_ _type: - _index: csli:csl_login-2023.81.22 _score: -

srcip: 194.5.212.214 method: password pid: 1,605,002 type: login toplevel_hostgroup: 1lxplus environment: ga

success: false host: 1xplus8s@8.cern.ch hostgroup: lxplus/nodes/login srcport: 58,898 user: ° =~ timestamp: Jan 22,
2023 € 19:26:29.650 _id: AAABhdq7WpKwNPm9-K9mIUjryi_F3rky _type: - _index: csll:csl_login-2823.81.22 _score: -
HTTPS.//WWW. RANSOMWARE LIVE/#/PROFILESTD=VICESOCIETY
-

R&E has become target, too
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CERN RESEARCH ROOTED BY SIEGED Report:.
P esesRe Ty Db ST SR eI SRR Hello, siegedsec welcomes our lovers and the ones who envy,

o Today we have breached CERN with root access via an OOP lib by
CERN web. so we bring to you a stunning 200 GB leak.

$ UwU We don't have anything against you guys so we hadn't done

much,youve just happened to be our next victim. (Joking cern

rhymes with stern and Howard’s stern sucks)

BreachForums User

—WENBER ] Until next time,
_ Ps fuck the feds

Posts 13 ‘ 8 3 ;&? 1

Threads: 11
Joined Sep 2022

Reputation 13

CERN RESEARCH ROOTED BY SIEGED .
e ‘lf siegedsec_ 2 .txt

Hello hackers, needs, journalist, feds and everyone -

in between. This week at SiegedSec we breached

the CERN research centre and gained root access

to a number of servers, exfiltrating around 200gb

of sexy breach data. A

o S s ganen Data Theft (...or not ©)




EBponeiickas opraHu3aumsa no saepHbIM Sessions e Load = totale

nccnenoBaHuaM nog kypatopctsom CLUA, 8000000 100%
BTOpasi No paaMmepaM B Mupe nabopaTtopus

OU3NKM BbICOKUX aHEPruin. Takxxe nHoraa 6000000
nepeBoaunTcA Kak EBponenckuin LieHTp
AfepHbIX uccnegoBaHuin. A6bpesunaTtypa
CERN npowu3sowna ot Conseil Européen pour
la Recherche Nucléaire.

80%

lons

60%

4000000

peoT%

40%

# of Sess

2000000
20%

OduumanbHbiv cant LIEPH
O htTSI home.cern/ 05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00
https://check-host.net/check-report min max avg

/cfab2c4ka78 GF1P Active Sessions 73098 85747 79380
WEB [inpekTtopus LIEPH GF2P Active Sessions 327460 6414111 3033365

M https:/director 'Web'cern'Ch— GF1P Data Plane load (right-y) 0.700% 1.95% 1.07%

ABTOpu3auma ansa cotpygHukos LIEPH

M https://auth.cern.ch/
M hitps://login.cern.ch/

KillMilk

Bce otnaaunu, Bcé paotaet. LIEPH 6e3 ‘ Russian-speaking hackers knock multiple US
el a s airport websites offline. No impact on
KillMilk operations reported

ﬂ TaK AOﬂ i )KAan STORO p'Hﬂ pe6ﬂTa@ » a @ By Greg Wallace, Sean Lyngaas, Pete Muntean and Michelle Watson, CNN

Updated 11:50 AM EDT, Mon October 10, 2022

GF2P Data Plane load (right-y) 3.25% 44.2% 23.0%

O S Lusders oo DDOSsing CERN (for tests)



generally not person responsible; independent in terms
of decisions; part of IT management; ties with BC/DR
lead, crisis management, Host Relations, legal, ODP, T ﬁ
risk management, STEPS (“CIO”) 'J

L

Computer Security Team: 6 staff+students A
many in-kind contributions and shared responsibilities
with IT service managers (AD, EDR, firewall, IAA, ...)

Computer Security Officer: Mandated by DG; %

Standard: Audited 2023 against CISv8 (our choice)
82 findings (0 critical, 15 major, 33 moderate, 34 minor): no surprises, all expected;

50% under CSO, 50% under IT department/STEP!
ww.cisecurity.orgicontrolsivg

Automatic Vulnerability Scannin
Identifying weaknesses of endponnls & servers,

unused firewall openings, - 3 3
~24k devices scanned per monlh: ~2!0 issues per momh
https:ihome ceminewsinews/computing/computer-security-ime-spring clean

Security Consultancy & Reviews: Improving
CERN's security posture (via Cloud/Software License
Office, IT consultants, IT Architecture Review Board).

20-30 in-depth reviews per year i

Data processing Storage and visualisation Incident response

Endpoit
At e

Pudtba

Sotom s
Cisege
Srgein Orlog:
prE———

[
b

[ —

Mok disbe Bethe Duscery

EisoHGP [

5 Challenges
Dr. Stefan.Lueders@cern.ch

Orchestration (the “SOC”) €

Policies: Maintaining CERN Computing Rules (OC5).
Improving governance and enforcement of “security”.
hitps:iicem.chiComputingRules

Basic Training: Giving regular awareness/on-boarding
sessions. Plus online security courses.

Plus “Bulletin” articles. Plus “clicking campaigns”.
1+ session par month; 300+ articles published in tolal; 2k+ out of 22k+ people phished &
hitps: cem.t y.pdt

Dedicated Training: Providing in-depth training on
security practices incl. programming.
Plus “Serious Gaming” and “WhiteHat Challenges".

5 *Zebra’ table-top exercises, one with real policemen from Geneva & Pays de Gex:
~100 CERN

WhiteHats Irained, plus many more students from external universities
“Thanks for cleaning up' — Bullatin aricle to come

PaloAlto Firewalling:
Performing deep packet inspection and

policy-based IP, domain & URL blocking.
>2x 200Gbps (ingress+egress) IPv4&v6 monitored in-line
https:fihome.ceminewsiews/computing!
compuler-secuily-ceins-new-{istine-delerce

| DNS RPZ & Firewall: Blocking
malicious & typo-squatting domains
(with SWITCH). Ditto for 50+ CH & F hospitals.

~800 domains blocked by CERN, >100/day by SWITCH. No hospital got ransomwared so far

Dataingestion

Sourcasof dita

Ingestion, Processing & Storage:
Monitoring traffic at the Internet & TN gates,
DNS requests, CERN SSO logins,
activities on interactive Linux clusters, ...

so0gle Workspace & MS Azure to co
Ingesting. ~3TB of data;
Storing currently:  ~220TB in total (~1PB if uncompressed);
Analysing per day:  ~3B network connections,

~1.2B DNS requests,

~570k logins,

~4B command executions

Zeekifro)
Aottt

Padtta

S oz

o legs
SrglsSig O oz
s ety 1 <

Sematcscantesubs

eeclulos

Henzypatiegs

Nt 385 s
Ggaviakepa

Intrusion Detectio

P

Network Protection &/

Forensics: Providing capabilities

e I clio to & O/SSH
9500+ accounts already enrolled. More to come
hitps:{ihome.cominewsinewsicomputing?
computer-security-log-click-be-secure:

“Gotha Notlfymg unusual‘ logins.

770 notifications per month
hitps:/ mmc ceminewsiewsicomputing!
computer-security-your-remote-logins

Dumps of Exposed Passwords:

Notifying when used outside. Ditto for our community.

Forcing reset when used at CERN.
Monitoring ~8k communities; reporting ~11k exposed passwords per day (~4/day for CERN)
il g :

Code/ Co Scanning:
Deploying GitLab/GitCl an
(SAST/DAST/...).

or security features

Software-Bill-of-Materials (SBOM):

Pushing for a curation service to avoid

(automatic) downloading of

‘wp) Malicious libraries, packages, containers & VMs.

4) Document dependency trees and license constraints.

419

“Auto-Notify™: Ml abpos el -
¥  TESE—

Notifying resource owners
(devices, accounts, websites, ...) ™
of problems with their resources
~300 reports per month (plus ~4700 *Gotham™)
hilps:fthome. carminawsinewsicomputing/
computer-security-our-findings-your-problem

and tools like Prodaft, Threatmy. ''''''

htips:/home.cernineiw: mputing/

h-me-if-you-can

Incident Response

Account Protection (2

quality Indicators

Software Security "

EOP — xorlab — MDO eMail-Filtering: (S

Quarantining SPAM & malware.
=115k analyzad per day: 105 SPAM: 2% quaraniined: >12/d manualy checked (MDO: >50% FP) X
https:ifhome. ity-fighti '3

OD and CERN-owned devices.
~600 Bring:your.own devices (BYOD) and 200+ CERN-managed devices
Pitps:ihome.ceminewsinewsicomputing!

or B

Threatray Memory Hashing:

Detecting anomalies on CERN-managed devices.
~5500 CERN-managed devices enrolled

Endpoint Protection
e.g. IPs, domains, file hashes
from our peers and Prodaft,
plus the /WF on CSAM

of Compromise. (child sexual abuse material).
~15M loCs shared with 1000+ peer organizations; 100k+ loCs currently actively monitored

Threatintel:
Qbtaining high-

Data processing

Collaboration: Acting as a trusted, neutral broker,
aiming at fostering cooperation and trust in our community:
WLCG/EGI/OSG, SWITCH (CH), REN-ISAC (5-eyes);
+Governments: MELANI (CH), ANSSI (F), CH-CERTS;
+Law enforcement: interpol, Europol, FBI, CISA, local police;
+Int'l org’s: GISSIG/UNISSIG; and with security vendors.
P.ex. 120+ universities world-wide notified this year of ransomware preparations in their IT infrastructure

Threat Intelligence
CERN Computer Security Rota:

Incident response.
Providing 2™ line Guys-on-Duty (“‘GoD"
3 line Security Escalation Cordinator (“"SEC”); —
4™ line Computer Security Officer. ™" :‘:,;

~150 SNOW and ~36 FIR ficksts handiad per month; 5-10 "heavy” incidents per year

Grid Security Rota:

Leading the WLCG Security Office;

Leading EG/ Incident Response Taskforce;
Leading EOSCfuture Incident Response TF.

“SAFER" Community Security:
Prowdgng world W|de incident response

hips:ihome

anabe

Bemate
[

CERN & HEP CSIRT

EPFL (CH), 2024/10/28

A Comprehensive Porte-Folio
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| would like to keep SSO as now. CERN $SO (slueders)
| am not able to use 2FA to complicate for me 939 377

1. Does the 2FA switch concern all users of the

CE I've got a lot of problems

1) | have no regular experience in scanning the QR code on

| am following the instruction to activate 2FA. For this | need to
download the Aegis Authenticator app from Google Play and install

it nn mv Andrnid nhnna
and or

then I can't go ahead with the next step. what should I do? 3
problem?

5 Challenges...
e #la: Teach 2FA



I woulc‘ lilra #4 Avimemes dHlhanimab tlhat e AAaciciAam $4 lhaars #lha IEA las

made: [NUSEMOBIEVWITRBUTOSE Unfortunately up to now | have not a

d
e smartphone,

A laptop is almost impossible to forget, but the second, small device
will always be absent a few times per month.

CERN has to be aware that, by implementing this policy, the research
work will be about 10 to 20% slowlier than before, and that this has
consequences on the mental health of the users.

To understand the numbers :

token2.com /7 \.--—-':// o
/ 4< \gl'a KEN(C /w h

users and financed on a central CERN budget, like for access cards) or
“should users pay? From which account? Has this been discussed in

@ SDSr]Satlelz?;r?isﬁéders@cern.ch #1b : DI Stri b u ‘te ZFA

EPFL (CH), 2024/10/28



Microsoft

Terminal Services

#1c: Fall for 2FA



) Users send @CERN.ch
from Gmail & Co.

Microsoft Defender
for Office 365

U T - I :
| D I— I ah° Many mailing lists
)S_______ impersonate senders

The requirements — announced by Many u n ivers ities

than marketers, however, forcing all m T
of security technologies to catch up wrongly Implemented em al Ilng

DomainKeys Identified Mail (DKIM) win n=a

cumes 10 colestIntormetion on whe ...and (for legacy reasons)
CERN tolerates private emails

@) o St s gennch #2a: Enforce SPF/DMARC/DKIM



Activate - Security A

e—— R

Loading alert...

Ol —

This website is classified as
malicious.

I Quarantine
L

Microsoft 365 security: You have messages in
quarantine

Opening t
Source Plain text
https://www.

From: quarantine@messaging.microsoft.com

We recommen

be safe and co Microsoft 365 Status @ @MSFT36551atus
P “ We're investigating an issue where legitimate URL links are
being incorrectly marked as malicious by the Microsoft Defender
service. Additionally, some of the alerts are not showing content
as expected. Further details can be found under DZ534539
within the admin center.

SWISS POST

For Feedback on|

Delivery dotails

5 Challenges... . .
o selnLuedersacench #20): Rant about quality of cloud services & support

EPFL (CH), 2024/10/28



B T | T ——

e Inform users of exposed passwords

CERT-DNIM Holding ~1.5B email/password pairs; monitoring ~9k communities;
reporting ~11k exposed passwords per day (~4/day for CERN)

@ ComputerSecurity

Provide stand-alone EDR

Al ezoans 5 0 1 271k+ reqistered devices (all flavours); 80% BYQOD; J

Si Subgroups and projects  Shared projects  Archived projects o 10 k Ce n tral Iy m an ag ed
B E

Sic % M mitigation &

W P PakgBld (D

“eee Scan for weaknesses (but then?)

v © 15k+ registered websites; ~1.5M webpages; ~13k VMs (all flavours)

Tl IﬂM*
A|m to deploy an SBOM

137k+ repositories (any programmmg language)

argus-tools )
Website used to manage the

Azure Bicep &
Azure Bicep template for deploying the security cloud infrastructure

A
A
A
C cert-flume-extra {J
c
c

\,|' 5 Challenges...

Or, Stefan uscers@cerncn #3a Assist “Academic Freedom”



Industrial operations Number crun

ALICE N LCo N ™ ' L s
o > — W NS f

A A

[

@ - Docker | (. ) [ |
~—— 1 I Kubernetes 8 |
‘ | 4 \ LINAC 2 / ; .£ H Azure
e > 1 Puppet e Google
Linacs Ansible ) |
& & Oracle CI
e o) (2| |5
LDAP/AD v =
(@]
=

|
. |
1 &'- ® I DockerlO
Hypervisor i i CAodn?cll?e : G’;g?;b)
1 B ’ PyPI
o Admin | Y
Hardware (IPMI/BMC) | B
=, )/ I
= %)
1 2 |
c
sl & ¥ % N -
© 2] < %] - =
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¥ Dr. Stefan.Lueders@cern.ch #3 b n C t I A
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Data ingestion

~15M loCs from 1000+ peers
= mm ~100k loCs active

L Int
malware

: ~3TBlday mgress (~1PB/a):
~3B network connections

Single Sign On logs

Active Directory / Krb

’C ~1.2B DNS requests
° ~570k logins
[ ~4B command executlons

Automatic scan results

Webhole logs

Honeypot logs

DNS/DHCP Geo IP | - | Dashboards / visualisation I I

Microsoft 365 logs

Google Workspace
\, J

Volume will not go down...

b | 5 Challenges...

<) Or Secfanuedersrnon #4. Keep up with Detection



ackTool/Linux.xhide.b(189850424) 2001:1458:201:¢c0:0:0:100:4 swan-protod.i

HarbTAanl /I Snuv nrnarhidan h/12082&887 70011452 . A0G-£2+.0-4-100+707 - -

Jun 20, 2023 @ ©5:43:48.476 uname -a
ES Jun 20, 2023 @ ©5:43:57.732 cat .bash_history
Jun 20, 2023 @ ©5:44:21.0833 mkdir /afs/cern.ch/user

ackTool/Linux.xhide.b(189850424) 2 :1f8:0:0:100:1e atustc-int-c6-03.cern. : s2: :0:0:0: ddoser|.
HackTool/Linux.xhide.b(189050424) - :b8:0:0:101:98ad pcatum@3.dyndnsé.cern. : S 19:0:0: ddoser|.
hacktool/ELF.sshbrute.g(270500934) : 2:1f8:0:0:100:1e atustc-int-c6-03.cern. . «2: : :0: ddoser|.
HackTool/Linux.prochider.b(188636574) & :1f8:0:0:100:1e atustc-int-c6-83.cern. : 12 :0:0:0: ddoser[.
HackTool/Linux.prochider.b(188636574) 4 :b8:0:0:101:98ad pcatumd3.dyndnsé.cern. : 22 :0:0:0: ddoser|.
hacktool/ELF.portscan.zf(440340387) - :1f8:0:0:1008:1¢e atustc-int-c6-03. b
hacktool/ELF.sshbanner.a(440314299) : 2:1f8:0:0:100:1e atustc-int-c6-03. [.
JINZ6, 20623 c

cern. . 20 900! ddoser

cern. H i A :0:0:0: ddoser

5 Challenge....

o semusesaenan R E NAas become target... Affirmatively!




x.xhide.b(18¢

(= Facilitate a deep network of peers:
\mmmmm R&E, authorities (MELANI, ANSSI) & law
&  enforcement (FBI, CISA), the UN system,
¥ vendors & experts (CH-CERT SWITCH)

Prowde IR wherelwhen eed CERN.
For the worldwide R&E community

ot Help others to protect themselves:

HackTool/Linux.prochi
HackTool/Linux.prochi

B\ B “pDNSSOC”, password notifications

O &S g #5: Respond Internationally



Computer Security Office’s Mandate:

Protect CERN’s operations & reputation against cyber-threats
(|ncI the WLCG and our academic R&E communlty)

y P I Alto Firewallina e.a. IPs, domains, file hashes

“““““ Apgroach Find a pragmatic balance between  Sii-
@ “Operations”, “Academic Freedom” & *Secu rity”
| =L B i R o
Strategy
= Enhance CERN'’s security posture wherever its

agility/complexity/neterogeneity allows.
Have excellent threat intel to anticipate attacks.
Defend in depth; detect early; respond quickly & thoroughly

; a5 Challenges...

MY f ders@ h S
e ummary



Want to join the challenge?

https://stages.epfl.ch

www.cern.ch

Thank you! Questions?

https://cern.ch/security s L e
https://security.web.cern. ch/tralnmg/en/CERN%ZOArtches%ZOOn%20Computer%ZOSecurlty pdf
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