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inWhat was the state of matter 

just after the “Big Bang”?

What is the Universe’s 

mass made of?

Where has all the primordial 

antimatter gone?
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“Beam”: 2×2822b

“Bunch”: 1011p

Protons/Quarks
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~11.000 turns/s

25ns bunch spacing

27km circumference

80-140m underground
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160Gb/s backbone, >20 Gb/s flat bandwidth,

4000 switches, 300 routers, 6k firewall openings

~271k heterogeneous devices registered:

any hardware, any operating system, any (legal) application

~37k user account & mailboxes, 2M emails/d

5 Class-B IPv4 & 4 IPv6 networks

(+many non-routable networks)

One flat office, wireless & data centre network 

(visitor laptops on par with

office PCs and data centre services)



5 Challenges…
Dr. Stefan.Lueders@cern.ch
EPFL (CH), 2024/10/28 Computer Centre Cyber-Security

7 data centres serving users, infrastructure, compute & storage, 

accelerators & experiments

~10k servers, 500k cores, 13k virtual machines,

~1EB storage (100k hard disks + 40k tapes)

50 central + 500 decentral webservers, >10k 

websites, >1.5M webpages, webcast

Provisioning of operating systems, printing, A/V 

software, office/engineering/HR/finance app’s,

data bases, versioning/build systems, 

virtualisation & container services, collaboration 

tools, video/audio conferencing, …
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Worldwide LHC Computing Grid 

(WLCG):

Tier-0 (CERN: ~7k nodes)

13 Tier-1s, >150 Tier-2s and 3s

Permanently running >300k analysis 

jobs on ~1M CPU cores

at >60Gb/s through-put

CERN Internet Exchange Point 

(CIXP):

20 Internet Service Provider (ISPs) 

& telecommunication companies
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~20.000 researchers worldwide
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Many mailing lists 

impersonate senders

Users send @CERN.ch

from Gmail & Co.

Many universities

wrongly implemented emailing

…and (for legacy reasons) 

CERN tolerates private emails
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#2b: Rant about quality of cloud services & support
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Provide stand-alone EDR
271k+ registered devices (all flavours); 80% BYOD; 

~10k centrally managed

Inform users of exposed passwords
Holding ~1.5B email/password pairs; monitoring ~9k communities;

reporting ~11k exposed passwords per day (~4/day for CERN)

Scan for weaknesses (but then?)
15k+ registered websites; ~1.5M webpages; ~13k VMs (all flavours)

Aim to deploy an SBOM 
137k+ repositories (any programming language)
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Number crunching

ISPWorldwide cloud

Industrial operations
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~3TB/day ingress (~1PB/a):
~3B network connections

~1.2B DNS requests

~570k logins

~4B command executions

~15M IoCs from 1000+ peers

~100k IoCs active

Volume will not go down…
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Reconnaissance

Get rootkit & IRC

IRC for C&C

Lateral movement

 foreach(host)

Screw up dates
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Provide IR where/when needed. For CERN. 

For the worldwide R&E community

Facilitate a deep network of peers:
R&E, authorities (MELANI, ANSSI) & law 

enforcement (FBI, CISA), the UN system, 

vendors & experts (CH-CERT, SWITCH)... 

Help others to protect themselves:

“pDNSSOC”, password notifications
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Computer Security Office’s Mandate:
Protect CERN’s operations & reputation against cyber-threats 

(incl. the WLCG and our academic R&E community)

Approach: Find a pragmatic balance between 

“Operations”, “Academic Freedom” & “Security”

Strategy:
Enhance CERN’s security posture wherever its 

agility/complexity/heterogeneity allows.

Have excellent threat intel to anticipate attacks.

Defend in depth; detect early; respond quickly & thoroughly



Thank you! Questions?
https://cern.ch/security
https://security.web.cern.ch/training/en/CERN%20Articles%20On%20Computer%20Security.pdf

Want to join the challenge?
https://stages.epfl.ch
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